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Antitheft Transformers Protection System 
type Z.A.T. 

PURPOSE: 

Antitheft Transformers Protection System (in brief: Z.A.T. 
System) is a system designed to secure and protect low 
voltage transformers installed on a large territory against 
theft, damages, oil draining, etc. Its task is to send 
information in fast and reliable way to the owner of the 
secured devices if any interference to a certain device 
occurs. 

Main and unique part of the Z.A.T. System is a ZAT-1 Sensor 
(see: the picture aside) which constantly monitors the device 
it is attached to. It is weather conditions resistant. 

CHARACTERISTICS: 

The ZAT-1 Sensor monitors interferences into guarded 
device with the following sub-sensors: 
 three-phase voltage sensor, 
 vibrations / position sensor, 
 contacts sensor, 
 case opening sensor (sensor’s self-security option). 

Due to fast response and data sending costs main way of 
communication for Z.A.T. System is GPRS transmission. ZAT-
1 Sensors are also equipped with the SMS module which 
enables them to send text messages with notifications when 
problems with GPRS occur. 

 
Z.A.T. System consists of: 

 ZAT-1 Sensors, 
 GSM network made available by the network’s operator, 
 System’s server installed at the System owner’s residence, 
 Optionally: owner’s branch stations, 
 Optionally: GSM modem. 

Z.A.T. System can operate using public APN of the GSM network’s operator, however, in order to 
hold back hacker attacks on the System, it is advised to order private APN from the provider. This 
totally separates the System from the public Internet network. 
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TECHNICAL DATA: 

1. Small size and weight: casing 80 x 55 x 160 mm / 0,35 kg (without wires). 
2. GSM communication (modem, built-in antenna, SIM card socket). ZAT-1 Sensor uses GPRS 

transmission and sends text messages. 
3. One three-phase voltage input. Presence of the voltage is monitored constantly. Reacts to 

appearance and disappearance of the voltage and sends adequate notifications. 
4. Three bi-state contact inputs. For each input it is possible to define: 

a) input signal description, 
b) short name of the input signal, 
c) way of reaction for closing / opening of the input signal, 
d) reaction time for the input signal change (short changes filtering). 

5. Vibrations detector – 3 axes acceleration sensor with two possible settings: 
a) insensibility zone, 
b) sensor reaction delay time. 

Choosing correct settings it is possible to set the Sensor to react to: 
a) impacts, 
b) tilts. 

6. Case opening sensor – Sensor’s self-security option – useful for protection against attempts to 
destroy the Sensor by opening it. 

7. Temperature sensor. Current temperature is automatically added to text messages sent and it is 
also possible to be read thru GPRS link. 

8. Built-in battery for at least 8 hours of offline work. 
9. USB link for ZAT-1 Sensor configuration and powering (as well as charging the battery). 
10. LEDs’ panel for displaying functional state of the device. 
11. Diagnostic link for overseeing modem state in case of problems with logging into the GSM 

network. 


